
The Journal of Engineering and Exact Sciences – jCEC, Vol. 06 N. 05 (2020)  

journal homepage: https://periodicos.ufv.br/ojs/jcec 
doi: 10.18540/jcecvl6iss5pp0695-0703 
OPEN ACCESS – ISSN: 2527-1075 
 

 

 

RISKS OF INDUSTRY 4.0: A THEORETICAL FRAMEWORK FROM  
SUSTAINABILITY VIEWS 
 
RISCOS DA INDÚSTRIA 4.0: UM QUADRO TEÓRICO DOS PONTOS DE VISTA DA 
SUSTENTABILIDADE 
 
R. SOLTOVISKI 1, T. V. RODRIGUES1,*, L. M. M. RESENDE1, J. PONTES1 and R. T. YOSHINO1 
 
1 Universidade Tecnológica Federal do Paraná, Department of Production Engineering, Ponta Grossa, Paraná, Brazil 
 
*Corresponding author. Universidade Tecnológica Federal do Paraná, Department of Production Engineering, Ponta Grossa, Paraná, Brazil, Phone: +55 35 
99129-6603  
e-mail addressl: thales.volpe@hotmail.com 

 
 

A R T I C L E  I N F O  A B S T R A C T 
Article history: 
Received 2020-11-03 
Accepted 2020-12-12 
Available online 2020-12-12 
 

 
Industry 4.0 is a topic little discussed today, especially in relation to the possible negative 
risks generated by it. In this way, this work aims to raise and discuss the risks of the Fourth 
Industrial Revolution currently found in the literature from a sustainability perspective and 
develop a theoretical framework to represent them. For this, a methodology of systematic 
analysis of the literature was used to relate the relevant works to the theme and thus to discuss 
them. Two databases (Scopus and Web of Science) were used in which 7772 articles were 
evaluated, of which 66 were used for the discussion. The 28 risks found were grouped into 
four dimensions (Economic Risks, Social Risks, Environmental Risks, and Technological 
Risks) where their relationships were studied and represent in the theoretical framework 
constructed. In this way, in addition to contributing to the academy building more theoretical 
contribution to the theme, the risks raised can help managers and companies to checkpoints 
of attention before implanting technologies and concepts of industry 4.0. 
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  R E S U M O  
 

 A indústria 4.0 é um tema pouco discutido hoje, principalmente em relação aos possíveis 
riscos negativos por ela gerados. Desta forma, este trabalho tem como objetivo levantar e 
discutir os riscos da Quarta Revolução Industrial encontrados atualmente na literatura sob 
uma perspectiva da sustentabilidade e desenvolver um referencial teórico para representá-
los. Para isso, foi utilizada uma metodologia de análise sistemática da literatura para 
relacionar os trabalhos relevantes ao tema e, assim, discuti-los. Foram utilizadas duas bases 
de dados (Scopus e Web of Science) nas quais foram avaliados 7.772 artigos, dos quais 66 
foram utilizados para a discussão. Os 28 riscos encontrados foram agrupados em quatro 
dimensões (Riscos Econômicos, Riscos Sociais, Riscos Ambientais e Riscos Tecnológicos) 
onde suas relações foram estudadas e representadas no framework construído. Dessa forma, 
além de contribuir para que a academia construa mais contribuições teóricas para o tema, os 
riscos levantados podem ajudar gestores e empresas a verificações de atenção antes de 
implantar tecnologias e conceitos da indústria 4.0. 



 

1. INTRODUCTION  

The so-called “industrial revolutions” are characterized 
by technological leaps capable of changing the productive form 
(Lasi, Fettke, Kemper, Feld, & Hoffmann, 2014). The First 
Industrial Revolution initiated in the late eighteen century 
introduced mechanical manufacturing systems using water and 
steam. Begun in the late nineteenth century, the Second 
Industrial Revolution was characterized by the use of electricity 
in mass production. In the mid-twentieth century, the Third 
Industrial Revolution made possible use of automation and 
microelectronic technology (Xu, Xu, & Li, 2018). In recent 
years, a change in manufacturing logic with an increasingly 
decentralized and self-regulating value creation approach 
through advanced technologies (Internet of Things, Cyber-
Physical Systems, Autonomous Systems, etc.) that, according to 
(Zheng et al., 2018), has reduced the boundaries between the 
physical a virtual world. These changes have been called the 
“Fourth Industrial Revolution” or “Industry 4.0”. 

The term “Industry 4.0” arose in Germany from a 
technology development plan launched in 2011 (Lasi et al., 
2014). A few years later, this theme was deepened from a report 
released in 2013 by Kargerman, Wahlster, and Helbig further 
discussing the benefits of the new industrial age (Kagermann, 
Wahlster, & Helbig, 2013). In Davos in 2016, this term became 
even more influential at the World Economic Meeting (WEF) 
with the theme “Mastering the Fourth Industrial Revolution” 
(Pfeiffer, 2017). In a short time Industry 4.0 began to spread and 
be discussed by companies, research centers, and universities 
globally (Bahrin, Othman, Azli, & Talib, 2016). 

In any case, Industry 4.0 has been describing a trend 
towards the increasing use of information technologies and 
production environment automation (Kagermann et al., 2013) 
from a multitude of technologies and concepts (Ahuett-Garza & 
Kurfess, 2018) building a digital and interconnected value chain 
(Lasi et al., 2014). 

The use of emerging concepts and technologies from 
discussions promoted by Industry 4.0 can lead great benefits to 
companies. However, conceptualizations of the negative 
impacts of the Fourth Industrial Revolution on the sustainability 
approach still have little theoretical support. According to 
(Müller, Kiel, & Voigt, 2018), Industry 4.0 deployment requires 
that opportunities outweigh the challenges and risks to be 
assessed. Thus, studying the possible risks posed by Industry 4.0 
technologies and concepts to a whole industrial value chain 
from a sustainability perspective can help companies be more 
successful and assertive in adopting these concepts, and 
governments can be aware of issues that may involve an entire 
society.  

2. METHODS 

The Methodi Ordinatio developed by (Pagani, 
Kovaleski, & Resende, 2015) was applied to survey the articles 
which were used to discuss the Industry 4.0 risks. This 
methodology ranks articles based on criteria such as the impact 
factor of the journals where the articles were published, year of 
publication, and the number of citations. For this, nine steps are 
followed as shown in Figure 1. 

 

Figure 1 - Steps of Methodi Ordinatio 
Source: Pagani et al. (2015) 

 

From these steps, two keywords axes (“Industry 4.0” and 
“risks”) were used where each axis was varied in synonyms 
enabling 72 different combinations as shown in Figure 2. Each 
combination was verified in two databases (Web of Science and 
Scopus) from which the articles were extracted. 

 

Figure 2 – Keyword Combination Demonstration 

 

Thus, 7772 articles were surveyed and subsequently 
filtered to compose only works within the scope suited. The 
used filters can be seen in the table below. As shown in Table 1. 

Table 1: Filtering Steps 

 

 

The articles rank step was not performed due to the study 
had used all 66 articles in the final portfolio. This rank is better 
used when there is a need for a criterion of choice among the 
most relevant works in final the portfolio. 

Thus, by reading the 66 final articles, 28 risks were found 
which are distributed in four dimensions: Economic Risks, 
Social Risks, Environmental Risks, and Technological Risks. 
The first three dimensions are based on the concept of 
sustainability of Elkington’s Triple Bottom Line. The fourth 
dimension is proposed on technological issues. Besides, 11 
subdimensions are built to better group the mapped risks. 

Step 
Number of 

Excluded Articles 

Number of 

Remaining Articles 

The gross number of articles - 7772 

Exclusion of duplicates 4582 3190 

Book and book chapters exclusion 102 3088 

Filter by Reading titles 1842 1246 

Filter by Reading abstracts 1134 112 

Filter by Reading the full articles 46 66 

Total  66 
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Briefly, this distribution can be seen in Appendix A. In the next 
topic, the risks are discussed according to the authors used for 
their construction. 

3. INDUSTRY 4.0 RISKS 

3.1 Economic Risks 

3.1.1 Financial Risks 

Economic risks may affect the economic sustainability of 
companies. Within this context, the first challenge encountered 
is the cost of deploying Industry 4.0. The high degree of 
complexity in developing a suitable infrastructure for Industry 
4.0 implementation can require heavy investment costs 
(Kamble, Gunasekaran, & Sharma, 2018; D Kiel, Müller, 
Arnold, & Voigt, 2017; Luthra & Mangla, 2018; Moktadir, Ali, 
Kusi-Sarpong, & Shaikh, 2018; Valente, Cotrim, Gasques, Leal, 
& Galdamez, 2018) in IT systems, machine parks (Müller, 
Buliga, & Voigt, 2018) and skilled labor (D Kiel et al., 2017; 
Valente et al., 2018). Moreover, according to (G. Li, Hou, & 
Wu, 2017), for efficient transformation, companies will need to 
invest not only in current and fixed problems but also for future 
developments. 

There are also uncertainties about the cost-benefit of 
technologies, where financial returns may not be the expected 
(Kamble et al., 2018). In the survey by (Müller, Buliga, et al., 
2018), respondents comment that investing in Industry 4.0 is 
costly in the short term and returns may only be visible in the 
long run. The authors also comment that customers' willingness 
to pay for new solutions may not be commensurate with the 
costs generated.  

 
3.1.2 Planning Risks 

 
Although overall industry 4.0 opportunities are already 

well-documented (Schneider, 2018), there is a lack of 
deployment standards (Kamble et al., 2018). A strategic policy 
towards Industry 4.0 is important for its successful 
implementation (Moktadir et al., 2018) and the wrong solutions 
can be avoided. 

When we address the issue of company size, technology 
trends have stronger positive relationships in large companies 
than in SMEs (Müller, Kiel, et al., 2018). The research of 
(Sommer, 2015), reveals that the smaller a company, the greater 
its chances of becoming victims rather than beneficiaries. Thus, 
within a fully connected supply chain through the Industry 4.0 
End-to-End integration concept, widening the gap between 
SMEs and large corporations is uninteresting (Sommer, 2015), 
as smaller companies may feel pressured and not catch up with 
the new trends, affecting partners in the top of the chain. 
Furthermore, in this context of companies’ relationships, some 
of them fear becoming dependent on services offered by 
suppliers who have expertise in key technologies of the Fourth 
Industrial Revolution (Müller, Kiel, et al., 2018). 
 
3.1.3 Market Risks 

 
When we look at market issues, competition between 

companies can increase rapidly as industrial boundaries begin to 
shift in the technological context. Newmarket players from 
different industries and geographic regions may emerge, 
facilitated by business boundaries that may disappear due to 

virtualization (Kusum & Yinghua, 2018; Xu et al., 2018). 
Besides, new service-related business models can increase their 
value creation capacity (Freddi, 2018). Increasingly sought-after 
customer, personalization is beginning to convert the value 
chain from the production side to the service side (G. Li et al., 
2017), where offering functionality and accessibility beyond 
tangible product can be a market-leading concept (T Stock & 
Seliger, 2016). Any resource, such as production lines, assembly 
lines, storage, computing, labor, know-how, etc., can be offered 
through a network (Dai & Vasarhelyi, 2016), both internally and 
externally to enterprises boundaries, where other companies 
may pay for these services (Dai & Vasarhelyi, 2016). 

When it comes to customer relations, companies also 
need to be aware of the level of the client’s participation in 
product customization. In a context where companies use 
technologies that enable interventions, the customer will be 
actively involved in the value creation process of a product. 
Customers will be able to intervene and adjust specifications not 
only before ordering but also during design, manufacture, 
assembly, and testing (G. Li et al., 2017), incorporating last-
minute changes also (Pilloni, 2018). Thus, it is important to note 
to what extent this freedom of intervention can be beneficial to 
companies. Besides, companies may also face challenges related 
to convincing customers about the beneficial nature of new 
technology solutions (Daniel Kiel, Arnold, & Voigt, 2017), 
where they will need to better understand which services 
customers are willing to pay for (Schneider, 2018). 

 
3.2 Social Risks 
 
3.2.1 Human Capital 

 
The high demand for skilled labor to handle and work 

with the new concepts and technologies can lead managers to 
face critical situations due to the possible shortage of 
professionals with necessary technical skills (G. Li et al., 2017; 
Moktadir et al., 2018). Thus, finding human talents for the 
demands of industry 4.0 can be a potential challenge (Tupa, 
Simota, & Steiner, 2017). Moreover, employees may be 
reluctant to changes from the Fourth Industrial Revolution (de 
Sousa Jabbour, Jabbour, Foropon, & Filho, 2018). The diffusion 
of the Industry 4.0 concept should be analyzed to understand 
how employees depending on the hierarchical level perceive it 
or to find what fears may arise due to digital changes (Schneider, 
2018). 

As for employee safety, in an industrial environment 
proposed by the Fourth Industrial Revolution, humans and 
machines can interact in difficult and dangerous tasks. As the 
separation of spaces between humans and robots is removed, 
established safety procedures can be breached making space for 
risks of impact between humans and machines (Gobbo, Busso, 
Gobbo, & Carreão, 2018). In this context, close human-machine 
interactions present a wide range of risks that are difficult to 
predict. Therefore, collaborative robots should be safety 
conscious and should recognize actions that could cause injury 
or threaten the safety of employees (Badri, Boudreau-Trudel, & 
Souissi, 2018). 

Moreover, within a psychological setting, people's ability 
to adapt to technological change is becoming increasingly 



 

important, where developing the notion of career adaptability 
can help in understanding, which psychosocial resources need 
to handle to succeed in challenges from the increasingly 
digitized and automated working model (Hirschi, 2018). 
Changes and interactions in the form and organization of work 
can be viewed in a negative form and generate psychosocial 
risks that must be considered (Badri et al., 2018). 

 
3.2.2 Society 

 
As with all previous industrial revolutions, there is a risk 

that the Fourth Industrial Revolution increase social inequality, 
raise geopolitical tensions, and diminish the well-being of large 
numbers of people. It is not unlikely that digitalization 
reproduces the most serious contradictions due to income 
accumulation: declining employment and rising inequalities 
(Salento, 2018). Digitalization can increase the pressure on less-
skilled workers who will have their jobs threatened. Thus, a 
smaller portion of the society with higher qualifications can 
benefit (Caruso, 2018), increasing social and wage (Freddi, 
2018) inequality. 

Moreover, there is concern that machines and robots can 
replace human work, not only in repetitive and low-skilled tasks 
but also in highly complex occupations (Freddi, 2018). 
However, there are still uncertainties regarding the negative 
impacts on employability, because while occupations are at risk 
of disappearing, new occupations may arise (Caruso, 2018; 
Hirschi, 2018; Salento, 2018). 

More broadly, inequalities can also happen between 
countries. In this case, if the spread of Industry 4.0 does not 
happen geographically homogeneously, there will be niches of 
economically and socially favored countries, widening the gap 
between developed and underdeveloped countries (Bonilla, 
Silva, da Silva, Gonçalves, & Sacomano, 2018). 
 
3.2.3 Ethic and legality 

 
The use of intelligent and autonomous systems generates 

important and necessary ethical discussions (Winfield, Michael, 
Pitt, & Evers, 2019). A challenge related to Artificial 
Intelligence, for example, is the accountability of ethical 
consequences arising from decisions made by machines. In this 
case, it is discussed to whom the error should be attributed 
(Taddeo & Floridi, 2018; Winfield et al., 2019). In addition, 
technologies can quietly enter our environment and influence 
our decisions (Taddeo & Floridi, 2018). Therefore, developing 
machines that are aware of their actions and the possible harmful 
consequences is a problem that deserves attention (Winfield et 
al., 2019). Nevertheless, ethical issues are difficult to attribute 
to artificial intelligence because related principles vary 
according to domains of analysis and cultural contexts (Taddeo 
& Floridi, 2018) further hampering this issue. 

As for data ownership, high equipment connectivity 
through IoT (Internet of Things) can endanger sensitive user 
data. Private information may be leaked improperly or without 
consent (Lee & Lee, 2015). Privacy and personal security 
concerns start to emerge from the appropriation of information 
(Roblek, Meško, & Krapež, 2016), where, according to, legal 
issues may be involved. Thus, there is a need for regulations for 
this scenario (Strange & Zucchella, 2017; Valente et al., 2018). 
Moreover, data appropriation can lead to legal and ethical 
problems regarding the misuse of information (Romero et al., 
2018). For example, companies may use personal data to predict 

the health of an employee in order to base promotion or contract 
termination (Lee & Lee, 2015), or a person in total control of 
knowledge networks in science and society may create social 
and political power structures in the form of authoritarian 
governance (Özdemir, 2018). 

 
3.3 Environment Risks  
 
3.3.1 Consumption 

 
As there will be a need to build a support infrastructure 

for digital transformation, new machines, sensors, software 
systems, etc. will be demanded. This massive adoption of 
technologies will depend on the use of natural or man-made 
resources for their manufacture, such as water, raw materials, 
and fuels (Bonilla et al., 2018). Scarce resources on the planet 
such as lithium and rare earth, which are difficult to extract, 
manipulate, and purify, may have their demands increased 
(Bonilla et al., 2018). In addition, there may be an increase in 
the use of materials and natural resources that are difficult to 
reuse, where recycling practices are not yet in place or the costs 
involved may be high. Moreover, the miniaturization of 
technologies has enabled the use of small quantities of 
technology metals in their compositions, which makes their 
recovery difficult and may be lost forever if they are not returned 
in closed-loop material cycles []. 

From an operational perspective, the use of new 
technologies may require a large amount of energy, becoming a 
potential challenge (Bonilla et al., 2018; Tim Stock, Obenaus, 
Kunz, & Kohl, 2018). Industrial wireless networks that require 
low latency (X. Li et al., 2017; Pilloni, 2018), cryptographic data 
security system, and processing large amounts of information 
(Big Data) in data centers (Tim Stock et al., 2018) may require 
heavy consumption of this resource (X. Li et al., 2017; Pilloni, 
2018). 

 
3.3.2 Pollution 

 
An increase in the electronic waste can be expected in the 

context of Industry 4.0. Machines or equipment may be replaced 
because they cannot be integrated into new digital systems and 
environments (Bonilla et al., 2018). Thus, recycling and reuse of 
obsolete equipment can become a recurring issue. 

In the high-consumption scenario, the increase in 
primary energy use can trigger growth in CO2 and greenhouse 
gas emissions (Moktadir et al., 2018; Tim Stock et al., 2018). 
These emissions may also occur in the consumption of fuels to 
manufacture new equipment and technologies, or even, in 
distribution logistics and transportation of obsolete materials for 
disposal or recycling (Bonilla et al., 2018). 

 
3.4 Technological Risks 
 
3.4.1 Technical Risks 

 
The Industrial Internet of Things (IIoT) will enable the 

integration of a large number of devices and coexisting nearby. 
This dense layer of devices can lead to an unprecedented number 
of interferences between them (Sisinni, Saifullah, Han, 
Jennehag, & Gidlund, 2018). Industrial Wireless Network, for 
example, can face major challenges due to the multiple signals 
in connected environments. Besides, the industrial environment 
is characterized by challenging signal transfer conditions, such 
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as dust, vibration, critical temperatures, humidity, motor 
presence, metal obstacles, etc. (X. Li et al., 2017). 

The internet network may also face overload challenges. 
Real-time control and access, a major issue within the context 
of Industry 4.0, requires bandwidth to be fast and unloaded. A 
delay in data transfer, for example, can create problems for 
connected physical devices (Khan, Wu, Xu, & Dou, 2017). 

Another problem regarding high connectivity is the lack 
of interoperability. Industrial networks based on industry 4.0 
concepts will be highly heterogeneous, as they will feature 
several interconnected technologies such as machines, sensors, 
Cyber-Physical Systems (CPS), IoT devices, etc. (Khan et al., 
2017). Thus, a barrier to the adoption of IoT solutions and the 
creation of a CPS ecosystem is the establishment of integration 
and continuous interoperability between these different 
technologies and systems (Kamble et al., 2018). Many 
installations may contain machines and equipment, where each 
one has a different format for communicating with other 
machines (Gao et al., 2015). The lack of interoperability 
between devices will significantly increase the complexity and 
cost of deploying technologies (Sisinni et al., 2018). 

Hyperconnectivity can also lead to systems becoming 
fragile in interruptions events, where an error in one part of the 
system may cause general disorder (Lee & Lee, 2015) as in a 
domino effect (Özdemir, 2018). 
 
3.4.2 Data Security 

 
One of the most commented risks in the literature is 

related to data security. IT integrations and production 
digitization can create a potential danger (Tupa et al., 2017), 
both in vertical and internal business connections as well as 
horizontal connections across entire value chains (D Kiel et al., 
2017). As for connectivity increases due to technologies, 
industrial systems are becoming increasingly susceptible and 
vulnerable to cyberattacks (Jansen & Jeschke, 2018; Kamble et 
al., 2018; Lee & Lee, 2015; Özdemir, 2018; Strange & 
Zucchella, 2017). A large amount of heterogeneous data and its 
transfer to the cloud increases the security risk (Khan et al., 
2017) because wireless networks can be easily intercepted also 
(Pilloni, 2018) as well as the open connection between 
participants in a value chain (D Kiel et al., 2017). The most 
diverse damage may be caused: machine scrapping, defective 
products (Wu, Song, & Moon, 2019), service interruptions, 
operator safety can be threatened (Gao et al., 2015), etc. 

Data vulnerability may also lead to the disclosure of 
private data. Companies should be aware that sensitive data may 
be disclosed (Tuptuk & Hailes, 2018). In the absence of 
appropriate security mechanisms, private information leakage is 
inevitable. Not only internal business data but also information 
from connected partners may be in danger (Müller, Buliga, et 
al., 2018). 

 
3.4.3 Data Handling 

 
The big amount of data (Big Data) in different formats 

are also a challenge for information acquisition, transformation 
(Khan et al., 2017), storage, and analysis (He et al., 2016). 
Knowing which data should be collected, how this data should 
be collected, and how to formulate it are important points to 
study. In this context, the processing and analysis of 
heterogeneous information may be hampered by the lack of 

unified format solutions such as standardized IoT architectures 
(Wan et al., 2016). 

Besides, data quality may also become a challenge (X. Li 
et al., 2017). The large amount of data generated can make it 
difficult to obtain useful information (X. Li et al., 2017). The 
vast majority of data from intelligent manufacturing is 
unstructured, which must be transformed into structured data so 
that barriers due to source, shape, size, and other factors are 
eliminated and useful information can be extracted (Yan, Meng, 
Lu, & Li, 2017). Thus, in the context of Industry 4.0, it is easy 
to obtain incomplete and deficient data due to transport failure, 
data limitations, and errors or packet loss, especially in large 
scale industrial networks (X. Li et al., 2017). 

 
3.5 Regulation Aspects 
 

Besides all economic, social, ecological, and 
technological aspects, regulatory and legal issues involved in 
business digitalization should be discussed as they may support 
the benefits. According to (Salento, 2018), national and 
supranational institutions are expected to adjust economic 
regulation to provide a facilitating framework for new digital 
trends. 

When it comes to cybersecurity, there are no specific 
standards in manufacturing, let alone intelligent manufacturing 
(Tuptuk & Hailes, 2018). There is a need for regulations due to 
potential cyber risks and implications for the privacy of 
individuals (Strange & Zucchella, 2017), where the absence of 
effective standards and regulations coupled with weak 
governance limit the functioning of IoT. 

From a social perspective, worker safety, health, and 
physical integrity regulations may be set late due to laws, 
regulations, and standards arising reactively. In addition, 
standards must suit changes driven by technological innovations 
where old rules do not apply (Badri et al., 2018). Moreover, the 
regulation involved in the use of artificial intelligence is still a 
necessary task (Taddeo & Floridi, 2018). 

Regarding the environment, within the portfolio studied, 
there are few studies on the negative environmental impact of 
Industry 4.0, which may lead to unexpected problems for this 
field of knowledge, in which regulations may be involved. 

Thus, inaccurate regulations can affect all of the risk 
dimensions discussed in this paper, thereby increasing the need 
for standards to help manage and mitigate uncertainties in 
Industry 4.0 implementation. According to (Tuptuk & Hailes, 
2018), although standards are not regulations, regulators can 
dictate compliances from a standard in such a way that it 
becomes part of a regulation. 

 

4. THEORETICAL FRAMEWORK 

From the discussions of risks arising from the 
implementation of Industry 4.0 concepts and technologies, it is 
possible to perceive certain relationships between the 
dimensions due to some risks that may have effects between 
them. For example, the lack of interoperability between 
machines, despite being characterized as technological risk, can 
also affect the economic sustainability of companies, increasing 
the cost of implementing new technologies. Another example is 
the question that the successful implementation of Industry 4.0 
depends on skilled professionals (Moktadir et al., 2018), where 
investments in skilled labor will be required. Also, employee 



 

resistance to change may affect the technology transition to 
Industry 4.0 (de Sousa Jabbour et al., 2018). We can also see a 
relationship between environmental and economic issues, where 
the environmental risk related to the consumption of natural 
resources may entail the use of materials that are difficult to 
reuse and the recycling costs may be high (Tim Stock et al., 
2018). 

In general, technological risks are closely related to 
economic issues, as misused technologies or technological 
difficulties may lead to reduced productivity or require 
correction costs. For example, some technologies may increase 
exposure to external risks, where a non-localized disruption in a 
supply chain may affect the performance of the entire chain in a 
ripple effect (Ivanov, Dolgui, & Sokolov, 2019). 

Therefore, a framework is built to represent the 
relationships between the risk dimensions described in this 
paper. For this, based on the Triple Bottom Line theory, 
Elkington's three dimensions (economic, social, and 
environmental) receive a dimensional addition where four 
ellipses are intertwined (Figure 3). Also, as it has been found 
that there is a need for precise regulations for the 4.0 industry 
context, the regulatory issue will be illustrated as a support base 
for all dimensions. 

 
 

 

 

 

 

5. CONCLUSIONS 

The presented study discusses the main risks identified in 
the literature regarding the implementation of Industry 4.0 
concepts and technologies from a sustainability perspective. 
Elkington's three dimensions (economic, social, and 
environmental) together with a proposed fourth dimension are 
used to group the risks encountered. More economic, social, and 
technological risks were verified and environmental risks are 
still little discussed in the literature. In addition, regulatory and 
standardization issues are presented as important points for this 
rising theme. 

The built theoretical framework demonstrates the risks 
found in a general way and the relationships between the 
proposed dimensions. Besides, this framework can be used for 
future risk analysis and categorization that may still arise, as the 
theme is recent and many challenges have not yet been mapped. 

This work, besides contributing to academia in the 
development of theoretical constructions for the theme, can also 
help managers and companies to check important points before 
starting their journey in the Fourth Industrial Revolution. 
Furthermore, public agencies can be alerted to issues of 
inequality, unemployment, and regulations. 

 
 

 
 
 

 
 
 

Figure 3 - Theoretical framework for the effects of industry risks 4.0 
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The limitations of the study refer to the use of only two 
databases and only the literature for risk assessment. Thus, 
practical studies focused on interviews with experts can be 
performed. Moreover, more relationships between the mapped 
rich can be made in the form of quantitative analyzes. 
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